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8 Olcfafii-^i^t^^L-C^ iv> e 
[0 0 6 2] 

Bffttfrl 9 5li> DVD, CDW^^ 

«5Ct— ^ *iv>U79r>aR0M, MRAM. RAM*© 

[0 0 6 3] 
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ltf^^ID2 2 1»>T, T4Z?m*i*- (Disc Unique Key) 
J^-TSo r-f^^S*^- (Disc Unique Key) OM t fctotk&ti&3&£l>"Z&> 
mz-tf, H4 (a) £ 0 f^^ID (Disc ID) £A2Mit£: U * 

ilUBf -f-^^:"C2b & A E S (Advanced Encrypt ion Standard) H& . * - 
*- (Master Key) **HHI t LT«fft*^ffi^. ^4 (b) fc^* fc, 
FIPS l80-l-eS*^*trv^^y->*«*SHA-l^ ^^-^r-tf^ 

^id (Disc id) toeni^a^^^f-^u^u *offi* 
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Disc Unique Key) fc^h**- (Title Key) 1, 2*fc. 2O<0*>fh*B 
(Title Unique Key) 1, 2 t^R-f&o -t 
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101091 ail 09) tt. «BW»»«*-^-'««« T 
BUfcv _ KW> (->- K 1 ) 3 2 1 WESWMS 

l0110 l- ,-/S10 7t=*v»*, 82TS^^»6M*-* 

{liiE#2 0 0 4-3 0 4 0 1 



^t^S 1 0 6 



^-y: 38/ 

#2 003-107571 



3 0 2*. ^*< fc * v ~ hW * U 
[0 115] 

miE#2 0 0 4-3 0 4 0 1 6 4 



^-y : 39/ 

§2003-107571 ^ 



6J(»U*:V-K1f»(v-l-») fc '* T '' MMtR , 



Kb 2 **!«'**<• 
[0 116] 



101181 vmm fv- F 1) t. (-> 

K2) t ».:.-tT-^*» TS ^' >fl,:MU ^ !y 

10 1 1 91 ««« r->-K2) *r< ********* 

101201 - B «o-n)3 3i^-ff-^« ST 
s^y .^302 e«*iu k** ^ v 2 ' 

[0 12 11 

fflfE»2 0 0 4-3 0 4 0 1 6 4 



#2003-107571 



m lllV-c\ *•»»*. oo« t u^ - 

M AU • Aligned Unit) InftptiWWM*' 
»MM«tf**lAU (Aligned Unit) 

If. ' ^^SIO^UMIM^** * 

mtiE#2 0 0 4-3 0 4 0 1 



,02 0 0 3-1 0 7 5 7 1 ^ 



«T8^»>««. ^«MPEG^-, 

a. 

101301 - - 10 9tt ^^Mbitasuw 
matt***- ^ 

Bi|iE^2 004-30401 



42/ 

0 0 3- 1 0 7 5 7 1 ^ 

^.,ysii2Kffi*+*^** L ^*° 

l ° - 3 1\ 1 1 1 r*wc, 7° » 2 

*^" 7 * 1 1 1 » K * 2< «fl*itfcr-*«*3 4 2) *«* 
U atTS'W V*3 0 5*£Ji£;-r*° 

10 'rUs 0 5 **OT»TS^» > 3 0 41*. ****** 

101341 * - k*» (->-ki) *-*r-*«»* 



[0 13 6] 



mtE#2 0 0 4-3 0 4 0 1 



«2 003-107571 



MY KIM (V-K2) tt, *fc«*2»I«TS*„ 

^'ZZ Z^ 1 ^-^^ » ^ 

(y h1 ' " , ( a ) ~ (c) W*« 

(b) i : L i t-«* (->— > **t,xs^--**^- 

[0 13 9] i*<**B f*y- K2) 

jB»*-Ki*ffiv*t\ v-Mf» ^ 

[0 14 1] 

ffi|Hf2 0 0 4-3 0 4 0 1 



„ c „ . -<-y : 44/ 

«2 003-107571 



, - MMft (->-Fl) t V-F1M* (->-K2) *H- 



[0 14 3] 



2b <?> o 

[0 14 41 



«* t t.« s «. v :^,^Ub 



[0 14 61 



m«2 0 0 4-3 0 4 0 1 6 4 



^-v: 45/ 

■m 2003-107571 



2b&o 

10 1 4 



1 *»- pc?««Wl««,8^r^7x-x,«xiiscs 

«*.i°i*i 9 5 l»i-t^C, P C#«ta4 10t. DVD, CD 

* ^-^fecv-Kum (v-K2) ©WW**-*-*******- 

mSE#2 0 0 4-3 0 4 0 1 6 4 



^2 0 0 3- 1 0 7 5 7 1 ^ ^ Vt 4b/ 



^1 

i o t;ti«*i-4*** , * v> » 



«iiiK»^6 10«, f^HD (Disc ID) ..!*«• 

maE#2 004-30401 



M2 003-107571 



47/ 



^«#E««*F5^5 1 OB, **»*S 5 BlBUVt, 
,_ 511 mWID521»>t, r (Disc Unique Ke 

y) i&Xti. r^*B**~ (Disc Unique Key) 

*t- Ki"l>7rt©2o ro @#«T-*4^^HV*- (Title Key) 

1 5 2 3 JO**- 2. 5 2 4tflMHWW6#6aO*'6«IB+. 

2 1 WW*** JM-tf-t^**^. ? ^* ID521t 

[0158] 

»Xt^S 5 5 2«W^S 5 5 3«^T, ■**- < 

Oisc Unique Key) (Title Key) 1, 2**, 

(Title Unique Key) 1. 2 £**+&o 

5 5 3 eS v.Tt*U 2oWO (Title Unique Key) 1 , 2 fc 

, 2 0**«*«b*«»*-K (REC SEED) 5 2 5, 

2o<DlBS#- (EEC*-) Kl, K 2 

^!"s 5 5 2~S 5 5 5 l=*wr|WH-* 2 o*>ffi«*- (R EC*-) 
Kl, K2«>£*N«** *CH5t««fC«Wb«dH>, 

UiJE#2 004-30401 



^-y : 48/ 

^^2 003-107571 ^ 

j,_K (BSC SEED) 5 2 5,W^r^^ 
(^ced mention Standard) 

y B „ * #- k b i «*jR«a*«f7+* • 

AU Aligned Unit) T**. WW**** *«7?rt=* 

ffi|E»2 0 0 4-3 0 4 0 1 6 4 



49/ 

«2 003-107571 ^ 



I 01 6 61 h ,A1> fiU^^^ 

-9\t. \7S** ^ M 5 9 5 2 A-O © 

ff -^*I«TS^» b 6 0 2P9M*m 

^ til Kl) 6 11 * A. S«M«=** u 

?D ,^-Kbl 4«W««W" f ' ***** 

101701 - y S 6 5 7r*v.-C,3 2TS^^^«*-* 

HiiE#2 004-30401 



: 50/ 

S2003-107571 ^ 



V 

10 1 7 2] 



Bi«2 0 0 4-3 0 4 0 1 



^-v: 51/ 

003-107571 ^ 



4 0 KUt^TSUr** 1 -*' 

101771 , rovlT H19 4#!SL^W-*°E |19,: * 

Rbl (6 4b. t) « :Js ^ atEal «U 
* r „*S 6 8 2, ^ V 1 <MAC ( „ ess a g e Authentication Cod 

a (B) tt, *- Ka, -" T 7B ^, 1011 tJEMACtt:eKm( 

0 04-30 4 0 164 



52/ 

«2 0 0 3- 1 0 7 5 7 1 



36115 0 Ol-Sfltt 6 o 

101811 + ,., fs 5 7 5 t ;^t,S»»Ea2tt« 
WHMttBS 0 0«i- Xrv^S 5 7 51* 
Wb2 i^v>t, MAC'S • e Km (Ra2»Rb2) ^ 
«*#F9-f/5 10Cg«tJ. 

101821 - ^c = 84 rtv>t,S8^W 

b 2 W „S S 8 3 «-«^«-;^ s 5 g ^ * 
eKm (Ea2 «Rb2) 55,1 ' _ 

art-it* flWHM**^ 6 10* ESEi9 -^0 



[0 18 3] 



warn**™*™ i °* 5 p " st50 o«« 

It^lU -fev ✓a 
3 HRb3) ££ffi1-*° 

j^u^i« ^ «hw««5 o o !:«M»»i"^ 6 10tli 

ffi|E»2 0 0 4-3 0 4 0 1 



^2003-107571 



x ffiSU-jtUv 7-/ n.i7i-T+xf^S 5 6 0, S5 

^ L » :t0t ' ^ ' ^* , . x 7 St^r^S 5 6 2 , 

s 5 6 3 »*Ma«a««»»» F9/f ' 5 1 0 '^ T * ff 

ffiSE#2 0 0 4-3 0 4 0 1 6 4 



^->?: 54/ 

.R 2 003-107571 ^ 



[0 19 11 



fTS ^, >»6 0 7 *i&a-r*o 
atTS ^,>teo7.«»« !G!r 

BSE#2 0 0 4-3 0 4 0 1 6 4 



55/ 

«2 003-107571 ^ 



^ mam**-* i **mx**w *> *~ Kh 1 ^ m 

101951 ^ fti** 1 * 

*k Jar. «afcw«»-ov*-ctt^i-*o 

3*U (v-K2) 612^ V J± 

rttC-FD 621 ,->-m*(v-V 2) 6 2 2. W 

(1AU :Align e ^ ;^ 9 , y5 , 0(± , 
[0 2 0 0] 

&U®2 0 0 4-3 0 4 0 1 6 4 



(2 0 0 3-1 0 7 5 7 1 567 



XT 9 fS 556 (8117,1320) It, WIWW**)*-**'-'®** 
TS ^, ******* WV** ^~ K1) 6 !I * AESiWa 

1 MUAES HHHffi n , * * - K b 1 
10 2 0 1] 

, # - Kb i eu«fftr-«. *«««* , ^' 7,s 5 5 7 e * vvc * 

• Sltt, »Mi»W»»7-S 5 5 8»=»vvC«***l*. *«MS»« 

b i*W!Lfc*f««>as*tfcr-i'*<?**. Kor, £»*-mm* ( 

[0 2 0 3] 

rn ,>*-Kb 2 MM* (">-l-' 2 > 622 

#WCV»*. (V-K2) 6 2 2«, 7n,r>*-K 

[0 2 0 4] 



ffl8E!»2 0 04-3040164 



12 003-107571 ^ ^-vl 57 



[0 2 0 5] 

il70-lr^^f^S 5 5 9li, 

tt^LT, «HHfc*^*^S 5 6 3fcffl;*rt-*£i:*^L-^*o 
[0 2 0 6] 

#F^75 1 0 fc, flWWa««5 0 0.kmt*B»*-Km5 3 0, 5 
1 9 

[0 2 0 7] 

t ^ S 5 6 2 , S 5 6 3<OHf^Mm^'it^fa«^^9-rr5 1 OCicT 
*fr**L*. Xt-^S 5 6 2 »^ «5**-K 2 

^Ksi:W^f-^«^> ^x-y^S 5 6 3 K^X, v- Kit 

hmftWT-* CH2 OOTS/^f > 6 0 5) *HMWE**# K 7 >f 7 5 1 
[0 2 0 8] 

iOT if5 0 0I1, WB»^^5 1 0*fc. 7* 9 % 

gm-TZt, ^f^S 5 6 4*i^T-^^S 5 6 5 fc*v>T. . «l«HHb^ 
<-9*V&T*o i-^t>*>. ^x^7 P S 5 6 4 ^i3V^T, tr>s^-KBt 
H8U*ffffift*-eK8 (K2) *«-*L"OB**-K 2 *JM»U *^ 



ffiW£2 004-30401 



.2 003-107571 58/ 

i 2 0 l^tT S;^ 7 > 6 0 6 m?^->- « (V-K2) Sr^Oo 
[0 2 0 9] 

^ZS 5 6 7 (017, BB2 0#ffi) t?tt. ^S 5 6 5W 
F2) fc, ^x»y^S 5 6 4l^r^L^IB^-K2i:^^v^ AE 

[0 2 10] 

fTS^7 h^6 0 7 *° 
[0 2 11] 

,^ 5 6 9 |C*V>T**S*tT. ffTS^ * h t LT«*.WTMP E G 2 7* 
[0 2 12] 

>^^t:, aHUjftC^v^tt, KflH* (v~Fl) fc. V- Fit ft (V 

Kb2t4«tSfc*^Rkfti^Ki« (v-K2) tt. ^ 
- F 1 ) fc. K 1 * Kiat^v^tofci- * 

[0 2 13] 



ffiSE^ 2004-3040164 



^12003-107571 ^ 

[0 2 14] ^__ T 

S ;^7> 6 0 2 «U v-Hf# (✓-hZ) 
^TS^<; > 6 4 1 H«ttbfc«"C**- 

t «o^«^^«^"TS^, > e 4 X ft.*.* 

*U>o 

H2 ic*v"! «M»- »* tt6 ° ^ 

jaWB, (b) i — ' > >■ 

(1AU: Aligned Unit) -e&&o 

10217] - ^VH 

x J°S 5 5 6 (Ell 7, H2 1) tt, mmMMW^Vr-* o» 

i8 ^,>^«m^-«» 631 * A :!!H 

[0 2 19] 

aK<$2 004-3040164 



^-^ : 60/ 

^12 0 0 3 - 1 0 7 5 7 1 ^ 

10 2 2 0] A 

^,y S 558 (017, E12 1*«) ^ 5 5 6.« 

W , ->- K*« (->- K 2 ) 6 3 2 , ^"Kb 1 tMI L*. 

So 

BE9I2 004-30401 



„ t „ - 61/ 

02003-107571 



_ («i 7. H2 Iff) ^ ^r»7S 5 6 5»-*» 

::rr > ;;:; s ;:"-^u^-K2 t ^-, AE 

^•£#2 0 0 4-3 0 4 0 1 



*-*J: 62/ 

■■m 2003-107571 ^ 



^ TS ;^7 bl£6 0 7£&J&1"&o 

WTS "**.**.r ffltTS^ * > k UWilfMP EG2? 

0 o 1 ******** ***** 

[0 2 3 2] 

ililiE#2 004-3040164 



^-v: 63/ 

12003-107571 



a*j£-e&*uf t ft * o 

1° 2 3 31 - * ,. tAf _* 

^IVxl^- KHi*-^**^^ """"" 
f6 7 4Ki^t«SM^' i ' if - KbU, ^ tt 



H1SE#2 0 0 4-3 0 4 0 1 6 4 



[2 0 0 3- 1 0 7 5 7 1 647 



WvUeeo,, r-HD (Disc id) mHW 

7 0 *««*. r«MD (Disc ID) 6 7 1 *, ^«T« 

y) (Disc Unique Key) ********** 

ft >=■ 4 *** L-CWW tfc k * * • 

[0 2 4 01 

*r » 3 y^»«»Wtf**»^ w - (TitleKey) a ' 6 

jU-^tlmMv.-C, r^^B**- (Disc Unique Key) k* 
(Title Key) 1. 6 7 2*6, fO*-**- (Title Unique Ke 
y) l££j£1-*o 

, 6 1° K 9 ^ 6 6 0 , y S 6 5 2 

^ HV H **- (Title Unique Key) 1 t, 7 0*6«*«U 

(EEC*-) KUMtJ. 

»: 0 5«UKBUa^ M (Title Unique Key) 1 
fc, «W«K«6 7 Oi-^^^neV 3c.^<AE 

ffi«E«f2 004-3040164 



(2 0 0 3-1 0 7 5 7 1 657 



5 (Advanced Encryption Standard) WM"»«*M' 

[0 2 4 4] 

6 7 04-Wn,^-Kbl UT<0->- KfMt 6 7 4 *K*ffi U 

K1MK6 7 4 fc, Xf,« 6 6 3Mv.t4«tM»t-K 1 tC*' 

■C, H2 3 4r#B?.tTgi?B-r*o 

H2 3 C*v»'! 0 4 8/<4 bCMWOT©*-*** 

mmam*v><™ ecu, ««r-»«o7?fi:»*^ •*» 

aWt*41AU (Aligned Unit) £»iil-fS<> 

«wIttCtt, 7l l 8^ hOHIir-* 7 1 1 fc, 2 0 4 
»fCV>*. «tfl5*-*r-* 7 0 1 tt, V-KW»7 2 1 C ^-C*«**t 
[0 2 4 8] 

■ 2 8CUVC, 0 2 2<oiaa^r ^i:m#««a^^^ K ^ 

[0 2 4 9] 

*y,,7S6 5 4 (02 2, 02 3) tt, WtWHWt^tW^-'l***" 
*ffiLf-v- F«*6 7 4tABS«*MC«)L< *©**»*S 6 5 3 
KfcvvcS^LfcW**-* 1 UtAESWW«ffl^ » 

K b 1 S * T- ? ^* * o 

X^sIsS (02 2, I2 3W.) -C-l±, Xf,/S 6 5 4i:^T* 



ffiEifJ2 004-3040164 



^2 0 0 3-1 0 7 5 7 1 ^ * V: 667 

i^tucatMi^*"-*"^^ 80 (Cipher Block 

Chaining) ^e-KtWIbfcW**^*" 
»##K9^6 6 0 fc, ««WW»6 5 0 t«Wt*W*-K»« 8 0 

-✓ + -K.**#Wf*ft, «#W«6 5 0 ifflHI«»K»^« 6 0 

* K /xtt's 6 6 3 «2 2, H2 3#®) 0*W6M#I«W«»» 
F9^ 7*6 6 0 i:loT*fiSM„ 

10 2 5 4] ^_ 

*.«*.*AES©CBC (Cipher Block Chaining) *-ftW8U*.»» 

£ «J!iir-l (02 3o~-*r-> 7 o 2) 

1MHUM6 5 Ott, 1«WE«t#K5^6 6 0*6, BfW-^- 

mK# 2004-30401 



i2 0 0 3 - 1 0 7 5 7 1 677 



4*,% t ,-> 3 ^-KsMU«i«AESMBC (Cipher Block 

& o 

he* tfc#»r«*»«H»* amr* *° 

[0 2 6 0] , 

^, ?Aa U«* t t^-m^nOM (Readonly 

ffi«#2 004-3040164 



.2 0 0 3-1 0 7 5 7 1 687 



c^HOM^act Disc Read 0n.yMe.ory), MO^ , 
tic . 0 r<*>, DVDCDigita! Versatile Disc), ***** 

[0 2 6 31 

miE#2 004-30401 



n*K7l i- 9 J: 69/ 

|2 003-107571 

r , ****** 

[B2] 

[135] 

108] 
[09] 

[mil] 

tH«E!RF2 004-3 040164 



^■2 0 0 3 - 1 0 7 5 7 1 ^ 707 

[012] 
[HI 3] 
[HI 4] 
[Ell 5] 

[Hi 1 9 1 

«««!«** k 5 -f *m t wkkm-> - * > ^ *««•»■ * 

*B£E1" *■"?*>*<» 
[®2 3] 

tBaEJjf 2 004-3040164 



02 003-107571 



: 71/ 



i o o it m^Mmw 

1 1 0 

120 Aft^^*^-* 
13 0 MPBG3-t»^ 
140 XIH;*J 4 

1 4 1 A/D, D/A3>^* 

1 5 0 Bf-tM^ 

1 6 0 ROM 

17 0 RAM 

180 

190 fB«KfrI/F 
19 5 fB#Sfrffc 
19 8 TSWt 
2 1 0 fM^f 
2 11 "7^.^-^" 
2 2 0 

22 1 f^^lD 

223,224 ^ >f h;V^- 

2 2 5 ffi^>- P 

2 2 6 W^^^ 

2 2 7 ~>- KW* 

2 2 8 (HH^^ 5 '^ 

2 7 1 -2 7 5 «HWI* 

28i 

2 8 2 3Vf>7i^^^ 
2 8 3 f-VX^t^^^^ 



mSE#2 004-3040164 



«2 003-107571 




2 8 4 

2 9 1, 2 9 2 Bf 

2 9 3, 2 9 5 «HH&M& 

2 9 4 jftJHE 

3 0 0 ittWt 
30 1 W*r-^ 

3 0 2 MTS^-^ 

3 0 3 »S^^ 

3 0 4 ffTS^^ 

3 0 5 IfTS^ybff 
311 ->-K«* 

3 1 2 f-K«» (v-K2) 

4 1 0 «#&S§« 

411 4 7x- x 

4 2 0 «#|B«Jfcfr K 9 >f TWt 
4 2 1 <f 7x-^ 

4 3 0 If MBflWW* 

500 

510 flM»1B«»*K9'f ■/ 

5 i l 

5 2 0 «*HK«»# 
5 2 1 f^^ID 
523,524 *4 h/l/*- 
5 2 5 |B^>- K 
5 2 6 

5 2 7 v-Fit#. 

5 2 8 Ht^kn>f->^ 

5 3 0, 5 4 0 ME*~ 

6 0 0 ifwawtt 



miE#2 004-3040164 



m2 0 0 3 



-10 7 5 7 1 



73/E 



601 wmr-* 

6 0 2 »S^^ 

6 0 3 »S^^ 

6 0 4 ffTS/^7h 

6 0 5 «H34fcTS 

6 0 6 «*TS^f> 

6 0 7 a^TS^^» 
6 l 1 V-Kflf# (*-Kl) 
612 ->-Fiti(^ F2) 

6 5 0 mssmfflt 

6 6 0 liMBflWfrF?^ 
611 

6 7 0 wssa»*fc 

671 f^^I D 
6 7 2 9 4Y$' 3 f~ 
6 7 3 ftS'fV^^^ 
6 7 4 

6 7 5 IW^^^ 

6 8 0, 6 9 0 SfE*~ 
70 1 BTt^-^-^ 

7 0 2 Hf-ttt^-^-* 
7 0 3 .a.-tfr-* 
711 ««l7*-^ 



ffiiE^2 0 0 4-3 0 4 0 1 6 4 




ffitt*F2 0 0 4-3 0 4 0 1 6 4 




mf»2 0 0 4-3 0 4 0 1 6 4 



0 2003-107571 





miE#2 00 4-3040164 



:02 003-107571 



5/ 



[SSI- 




'S 
8 
& 



VU1Q 

42S 



it 



1 

Sit 



a/ l_ 



A 8 



«2 0 0 4-3 0 4 0 1 6 4 



02 00 3-10 7 57 1 



6/ 



[1216] 



10 



.. ^ 
cm n 




I * 



V £ 
ih .2 

ri § 

M o 



55 " T 

II ^ 
cm lb 



S3® 







15? 

5 09 CM 


CM 
1 


* 






St * 










* 




V 




n < 



miiE#2 0 0 4-3 0 4 0 1 6 4 



#,2 0 0 3-1 0 7 5 7 1 



7/ 




m«2 0 0 4-3 0 4 0 1 6 4 




aii£#2 0 0 4- 3 0 4 0 1 6 4 




ffitt4#2 0 0 4-3 0 4 0 1 6 4 



[ill o] 



=02 0 0 3 - 1 0 7 5 7 1 



y^-V*. 10/ 




fflfEtf 2004-3040164 




miE#2 0 0 4 -3 0 4 0 1 6 4 




&mm2 004-304016 



«2 003-107571 



13/ 




|ii«2 0 0 4-3 0 4 0 1 6 4 




miE#2 0 0 4-3 0 4 0 1 6 4 




BifE#2 004-304016 



? : 16/ 

«2 0 0 3 - 1 0 7 5 7 1 



[mi 6) 




ffifE#2 0 0 4-3 0 4 0 1 6 4 




ffi«£2004-3040 164 




miE#2 004-304016 




miaE#2 0 0 4-3 0 4 0 1 6 4 




{±i«2 0 0 4-3 0 4 0 1 6 4 




HiiE^2 004-304016 




ffl|E#2 004-3 040164 



12 003-107571 



2 3] 



^-v I 23/E 




fctiliE# 2004-3040164 



^02 0 0 3 - 1 0 7 5 7 1 ^ 1/E 

[MM flHMB«lt#e«« S *.***ffc a > * * ? **** CB 

w*#«] w^vr -/7»af Mffltjm , ?*-*s«t 



ffiK#2 004-3040164 



• ^-v : l/E 

m s a "* s it « 



«8ll#*' [000002185] 
1 . B 1 9 9 0^ 8I30B 

ft m mM^|5p a pJHE^p n pJII6Tg 7#3 5^- 



WsE#-^ ffiiE#2 004-3040164 



